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Executive Summary
The Food and Drug Administration’s Code of Federal Regulations Title 21 Part 11 (FDA 21 CFR Part 

11) helps streamline compliance with a wide range of FDA regulations by supporting FDA regulated

industries in their efforts to submit necessary documentation in an electronic format. In particular,

21 CFR Part 11 provides regulations that enable manufactures to use electronic records and

signatures in a manner equivalent to paper-based records and handwritten signatures.

This regulation specifies that in order to use electronic records and signatures, companies must meet 

four conditions. They must validate the software and systems used to create and maintain electronic 

records, provide secure access to those records to maintain confidentiality and data integrity, hold 

individuals accountable for their electronic acts with regard to electronic documents, and ensure 

that electronic signatures cannot be repudiated. However, the FDA does not specify how companies 

must address these requirements—rather it provides a set of guidelines based on common sense 

and good workflow processes.

This whitepaper describes the requirements for FDA 21 CFR Part 11 compliance at a high level and 

discusses how Epicor enables FDA regulated manufacturers to fulfill these demands. Because Epicor 

builds the necessary capabilities into its products, implementation is fast, easy and comprehensive.
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Introduction
The life sciences industries, including medical device manufacturers and pharmaceutical companies, 

are among the most heavily regulated in the world. It should therefore come as no surprise that 

manufacturers in these industries are considerably more focused on regulatory compliance than 

other manufacturers.

Complying with FDA regulations requires enormous volumes of documentation. At one time, life 

sciences companies literally shipped truckloads of documents to the FDA to meet their regulatory 

requirements. To streamline work processes related to this documentation, manufacturers began 

looking to manage documents electronically. However, because electronic documents are subject 

to greater risks of falsification, misrepresentation, and change without leaving evidence than paper 

records, the FDA determined that electronic documents required special controls.

The result was 21 CFR Part 11, a set of regulations that govern the way FDA regulated industries 

manage electronic records and electronic signatures. Written in 1997, 21 CFR Part 11 establishes the 

criteria under which electronic records and signatures can be considered equivalent to paperbased 

records and handwritten signatures.

21 CFR Part 11 applies to electronic records and signatures that support FDA predicate rules. 

Predicate rules are previously published regulations under which organizations already operate, 

such as Good Clinical Practices (GCP), Good Laboratory Practices (GLP) and Good Manufacturing 

Processes (GMP). It is not 21 CFR Part 11, but these predicate rules that determine to which data or 

records 21 CFR Part 11 applies.

Organizations that fail to comply with 21 CFR Part 11 face severe consequences. These can include 

warning letters, mandatory product recalls, temporary shut downs, criminal penalties and fines, 

depending on the severity of the violations. The penalties imposed by the FDA could seriously 

damage the manufacturer’s brand image and even cripple the manufacturer financially.
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Requirements for 21 CFR Part 11 Compliance
Practically speaking, 21 CFR Part 11 requires FDA regulated manufacturers that wish to use 

electronic documents and signatures to meet the following four categories of requirements:

 X Validation—Companies must validate that the software and systems used to create and 

maintain electronic records and signatures are able to ensure the integrity of the electronic results 

and information.

 X Security—Companies need to maintain confidentiality and integrity of the information contained 

in electronic records by controlling rights and access.

 X Accountability—Companies must ensure that individuals are held accountable for their electronic 

acts with regard to electronic documents by creating and preserving electronic forensic evidence.

 X Nonrepudiation—Manufacturers must guarantee that someone using an electronic signature 

cannot readily repudiate the signed record as not genuine and provide a way to legally enforce 

electronic signatures.

While 21 CFR Part 11 describes the FDA’s requirements for acceptable electronic records, it does not 

specify a particular implementation. Instead, 21 CFR Part 11 provides a set of guidelines that are 

based on common sense and good workflow, acting as a codification of good laboratory practice. 

By addressing these guidelines, medical device manufacturers not only comply with FDA regulations, 

they can also improve the security and efficiency of their document-based workflows.



Definitions of 2 
CFR Part 11 
Related Terms

The following are definitions of 

key terms used within 21 CFR 

Part 11.

 X Electronic records—are 

any combination of text, 

graphics, data, audio, 

pictorial, or other digital 

information that is created, 

modified, maintained, 

archived, retrieved, or 

distributed by a computer 

system. Electronic records 

are records required for 

submission or in support 

of data submitted to the 

FDA and typically deal with 

anything that supports the 

quality of the product.

 X Electronic signatures—

are any computer based 

mechanism established as 

equivalent to handwritten 

signatures. This includes 

biometric devices, user-Id 

and password protocols, 

and the more specialized, 

cryptographically based 

digital signatures.

 X Digital signatures—are 

a subset of electronic 

signatures that uses 

cryptographic methods to 

authenticate the identity of 

How Epicor Addresses 21 CFR Part 11
Epicor provides a wide range of functionality that enables manufacturers 

to address the validation, security, accountability, and nonrepudiation 

requirements of 21 CFR Part 11. Unlike many companies that support 

regulatory compliance through the use of add-on functionality, Epicor 

builds this functionality directly into its product. As a result, manufacturers 

will find that implementation is faster, easier and more comprehensive, 

particularly for small and mid-sized companies.

Epicor is based on an Internet Component Environment (Epicor ICE) 

framework that supports the Epicor business processes and provides a 

framework for regulatory compliance that simplifies the effort and cost of 

compliance. Epicor ICE was built from the ground up using service-oriented 

standards. Epicor ICE features a web service architecture, which breaks 

complex business processes into many smaller processes and abstracts 

them into self-contained business services.

A byproduct of Epicor ICE is the delivery of all business services as XML 

Web services. Each Web service operates as a reusable, self-describing 

software component, enabling enterprises to orchestrate solutions with 

other Web services or business operations. This solution assembly approach 

via Epicor ICE means Epicor business solutions support straightforward, 

low cost interaction with existing company IT hardware and software and 

outside collaboration with suppliers, partners and customers—all delivered 

within the strictest security.

Each business service can be bypassed or accessed in any order and from 

anywhere, paused for human intervention, modified, re-directed to the 

cloud, or new Web service processes may be created and inserted into the 

process workflow. This allows businesses to anticipate changing demands 

and quickly correct operational workflows.

Epicor ICE provides the framework for Epicor’s n-tier enterprise 

applications, and as such, separates business logic from the underlying 

technology framework. This layered approach enables users to dynamically 

model business rules to extend and customize the solution without 

modifying source code. The framework can be systematically upgraded 

to incorporate new technology enhancements without disrupting the 

applications built upon it—thereby reducing the cost of adopting new 

technologies and upgrading customizations.
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the signatory and establish 

the integrity of the content 

of a record.

X Handwritten signatures—the

traditional scripted name of

the signing individual.

X Closed system—An

environment where system

access is controlled by the

persons responsible for the

content of the electronic

records on the system.

Epicor is a closed system.

X Open system—An

environment where system

access is not controlled by

persons who are responsible

for the content of the

electronic records on the

system. Because Epicor

is not an open system,

regulations concerning

open systems do not apply

and are not discussed in

this paper.

Validation
When software is used as part of a production or quality system, 21 CFR 

Part 11 requires manufacturers to validate the software for its intended use 

according to an established protocol. The purpose of software validation 

is to ensure a high degree of confidence in the integrity of the electronic 

results and information.

21 CFR Part 11 requires that companies validate any software used to 

automate device design, testing, component acceptance, manufacturing, 

labeling, packaging, distribution and compliant handling or to automate 

any other aspect of the quality system. Systems typically affected are: 

Quality management systems, ERP, MES, and PLM/CAD. Computer systems 

used to create, modify and maintain electronic records and to manage 

electronic signatures are also subject to validation requirements covered by 

21 CRF Part 11.

One common misconception is that a software vendor can “validate” 

its software. However, vendors can only say that they’ve built all of the 

Technical Controls for 21 CFR Part 11 compliance into the product. Epicor 

develops its products using state-ofthe-art design, programming and 

validation techniques. All final version products are validated by several 

techniques, including, but not limited to:

X Developer peer review

X Test case execution against defined test data

X Acceptance/rework

X Alpha and beta testing feedback

The remainder of this whitepaper describes how Epicor builds the technical 

controls into its product. Software must be validated for its intended use; 

one customer may be using the software in a way that is inappropriate in 

a regulated environment, while another may be using the same software 

in a way that fits its intended use. Although a software vendor can support 

its customers’ compliance—by providing evidence of software quality, for 

example, ultimately it is the responsibility of the system user to ensure that 

the system itself and its implementation and use are appropriate.
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One of the challenges for 

businesses under validation 

requirements is in keeping current 

with technology. Updates to 

software require risk analysis and 

re-validation of software. Epicor

introduces technology solutions 

to simplify not only initial 

validation but ongoing validation 

requirements. In particular, the 

Automation Tool for Epicor (ATE) 

allows companies to build electronic 

validation scripts using their own 

business data and run these 

unattended with future updates.

Epicor supports FDA regulated 

manufacturers in their efforts 

to validate Epicor software for 

its intended use by providing 

a team of expert consultants 

with deep knowledge of FDA 

regulated environments, quality 

and compliance. These expert 

consultants offer turnkey validation 

services that provide a fully 

documented validation without 

impact to the organization’s 

resources. Guided team validation 

trains the customers’ teams in 

validation while they work. Guided 

team engagements reduce risk 

and time to perform a validation 

and leave behind a trained and 

experienced internal team.

Security
21 CFR Part 11 requires security 

controls to prevent unauthorized 

access to documents. In addition, 

manufacturers must ensure that 

the person accessing documents 

is identified and can attest to 

the validity of the process. Epicor 

offers built-in role-based access 

control and workflow capabilities to 

support these demands.

Authorizing Access

FDA regulated manufacturers 

must ensure that only authorized 

personnel can use the system, 

electronically sign a record, access 

the operation or computer system 

input or output device, alter a 

record, or perform an operation. 

Companies can go part of the 

way towards achieving this goal 

by employing standard security 

precautions—for example, by 

assigning each user an individual 

user name and password, 

requiring users to change 

passwords regularly, and so on. 

However, manufacturers can 

achieve full compliance only if they 

protect their electronic records at all 

levels. Because complex applications 

operate on a relational database 

within an operating system, 21 

CFR Part 11 requires manufacturers 

to protect records at the 

application, database and the 

operating system level.

Epicor tightly controls access at all 

of these levels. At the operating 

system level, Epicor ICE allows 

manufacturers to set Password 

policies. It also provides the option 

for MS Windows Authentication to 

ensure that users are who they say 

they are and Windows Single Sign-

on to allow users to sign in once 

and have secure access to all levels 

of the systems as well as to multiple 

applications and services. To provide 

data-level security, Epicor provides 

user/password based access to 

control which data users are 

allowed to access at a dataset level 

(e.g. all sales order information), 

the data table level (e.g. sales 

order header information), or the 

field level. At the application level, 

Epicor provides menu security that 

limits whether the user can access 

a particular application or customer 

entry. Method security controls 

the types of processing users are 

able to perform by user or group; 

for example, it can allow a user to 

update an existing part but not add 

a new part.

Finally, Epicor offers security 

reporting that allows manufacturers 

to more closely manage user 

security, including who has access 

to what features, and provides a 

baseline for proof-of-security during 

an audit.

Identifying Users and Validating 

Processes

21 CFR Part 11 requires 

organizations to identify and 

authorize a person wishing to 

create, modify or review data 

and to standardize and automate 

business processes surrounding 

document modifications to ensure
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process validity. Epicor offers 

automated workflow management 

capabilities that validate and 

enforce even the most complex 

processes. These capabilities 

include:

 X Task Management—

systematically automates and 

executes routine processes. 

Organizations can define 

workflow processes with key 

transactions that must be 

followed for completion. Tasks 

may be a single step process or 

a series of interlinked processes 

involving many different parties. 

Task sets can contain multilevel 

tasks, milestones, mandatory 

tasks and alternative routes. 

Optionally, they may require 

password clearance for sign-

off on key tasks, providing 

traceability and adherence to 

procedures. Task sets ensure 

that transactions can only be 

updated if the task set is at the 

right status.

 X Business Process Management—

Epicor BPM allows organizations 

to build pre process conditions 

that require approvals or other 

conditions to be met before 

processing continues. When 

coupled with Epicor Service 

Connect, Epicor BPM gives 

Epicor customers seamless 

integration with any service 

driven application. Thus, 

organizations can also automate 

post process routines such as an 

Epicor Service Connect workflow 

that provides integration to an 

outside system, send an e-mail, 

invoke a .NET method, execute 

code or create a record such as a 

workflow task.

 X ServiceConnect—Epicor 

ServiceConnect provides 

orchestration that allows 

organizations to automate 

business processes. 

ServiceConnect is a powerful 

business integration platform, 

functioning as a central 

integration point for secure 

workflow orchestrations within 

Epicor applications as well as 

providing external connectivity 

to Epicor and non-Epicor 

applications. Service Connect 

logs workflow processing for 

both transactional integrity 

and compliance. Processes are 

available for review and tracking 

while in progress or after the 

process completes. If for any 

reason, processes error or stop, 

transactions are rolled back 

and queued for subsequent 

correction and resubmit. 

Notification services can be 

incorporated into the workflow 

to alert either the submitting 

application or an administrator.

Epicor provides security for users 

initiating a workflow process at the 

user and group level through the 

use of two distinct components, 

user id and password, for log 

in. When organizations deploy 

embedded BPM, security options 

include menu item, process and 

database down to the field level. 

BPM and process level security drive 

electronic signature access at the 

transactional level and requirements 

for password authentication can be 

developed for any Epicor process.

Accountability
21 CFR Part 11 requires 

organizations to ensure that 

individuals are accountable for 

their electronic actions by creating 

and preserving electronic evidence. 

Among its requirements, 21 CFR 

Part 11 calls for organizations to 

note the time of information entry 

or of any modification, ensure 

that information is not altered in a 

manner that obscures the original 

information, maintain complete 

information, and make any records 

requested available in a timely 

fashion viewable in either electronic 

or human readable format.

Auditing Changes

21 CFR Part 11 requires the use 

of secure, computer-generated 

time-stamped audit trails to 

independently record the date 

and time of operator entries and 

actions that create, modify, or 

delete electronic records. When 

information is altered electronically, 

the changes must not obscure the 

original information much as is 

done with laboratory notebooks, 

where corrections are signed and 

where incorrect information is never 

deleted, merely amended. Epicor 

supports this requirement using 

Change Log functionality. Epicor’s 

automated change logs capture 

changes as they happen, helping 

companies better manage the 

accuracy of data. Change 

logs monitor:

 X The before and after values of all 

changes to records

 X Who made those changes? 

Epicor does this by providing 

unique

User IDs for individuals and using a 

login process that requires user IDs/

passwords before allowing users to 

make any changes including
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additions and deletions.When any 

changes were made via date and 

time stamps.

Epicor retains all required records 

including electronic signatures 

within the active database for the 

required retention period.

Maintaining System 

Documentation

Manufacturers must create revision 

and change control procedures 

to maintain an audit trail that 

documents time-sequenced 

development and modification of 

systems documentation. Epicor 

manages systems documentation 

using the following capabilities:

 X Epicor Advanced Quality 

Management (AQM) maintains 

process documentation in a 

secure environment, providing 

document management across 

the draft, revision, currency, 

and obsolescence process. All 

new documents and all change 

requests require approval. 

AQM maintains a complete 

archive and change history 

record. It tracks revision levels, 

revision dates and unlimited 

text for all changes made to a 

document. Depending on the 

implementation of the system, 

this information can be entered 

manually or can be automatically 

posted from a Document 

Change request. AQM controls 

the ability to access the most 

current version. Printed copies 

are identified as “Controlled 

Copies” and the system is the 

master record.

 X Epicor Product Lifecycle 

Management supports 

complete document control, 

including document and 

subdocument linking and 

vaulted documentation. With 

Linked documents, users access 

files through a link. This method 

relies on network security. With 

vaulting, organizations move 

the document into a database, 

which maintains the security of 

the documents, controlling and 

recording who did what to the 

document. Vaulting provides 

higher security, including check 

in/check out processes. In 

addition, Epicor Product Lifecycle 

Management provides audit 

trails of distribution routes 

for documentation.

Rapid Document Accessibility 

in an Electronic and Human 

Readable Form

When the FDA wants to see 

particular electronic records for an 

audit or a product recall,

manufacturers need to be able to 

produce them in a timely fashion in 

both an electronic and

human readable format suitable 

for inspection, review and copying 

by the agency. Epicor allows 

companies to maintain accurate 

records in the active database 

for rapid retrieval. Systems 

implementation documentation 

outlines appropriate steps for 

maintaining and retrieving archived 

data. In addition, Epicor records are 

complete and presentable in human 

readable format. All records are 

available for delivery in XML and 

Excel, simplifying audits.

Nonrepudiation
21 CFR Part 11 requires FDA 

regulated manufacturers to sign 

records electronically to track who 

is responsible and allow the FDA to 

check that that person is authorized 

and trained for the process. In a 

dispute, companies might also 

need unambiguous proof that the 

person whose name is associated 

with an experiment or process is 

actually responsible. The FDA also 

seeks to provide a way to legally 

enforce electronic records and 

signatures as well as maintain trust 

in electronic signatures by requiring 

manufacturers to guarantee that 

anyone who uses them cannot 

readily repudiate the signed record 

as not genuine. Epicor supports 

these 21 CFR Part 11 electronic 

signature requirements as follows:

Linking Signatures to 

Electronic Records

Electronic signatures and 

handwritten signatures executed to 

electronic records must be linked to 

their respective electronic records to
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ensure that the signatures cannot 

be excised, copied or otherwise 

transferred to falsify an electronic 

record. Epicor either stores 

signature records directly within 

the table as the electronic record 

they are tied to or stores them in a 

linked table. Epicor supports a fully 

relational database for fast retrieval 

and access to linked records. Links 

are maintained during archiving 

and retrieval of electronic and 

signature data.

Retaining Information about 

Electronic Signatures

Signed electronic records must 

contain information associated with 

the signing that clearly indicates all 

of the following:

The printed name of the signer

 X The data and time when the 

signature was executed

 X The meaning, such as review, 

approval, responsibility or 

authorship, associated with 

the signature

 X The items identified in the 

previous three areas are subject 

to the same controls as for 

electronic records and must 

be included as part of any 

human readable form of the 

electronic records, such as 

electronic display or printout 

Epicor supports this requirement 

through Epicor Advanced Quality 

Management, which fully tracks 

and archives secure electronic 

signatures, including signer, 

date and time stamp, as well as 

meaning and archived with the 

event. In addition, Epicor BPM 

offers the ability to modify any 

Epicor process to support these 

same requirements.

Electronic Signatures Must be 

Legally Binding

When people use electronic 

signatures, they must certify that 

those signatures are intended to 

be the legally binding equivalent 

of the signer’s handwritten 

signature. Although this process 

is a procedural function of the 

manufacturing organization, Epicor 

Training Module in Enhanced 

Quality and Epicor Advanced 

Quality Management manage 

employee documentation and 

certification results.

Holding Individuals Accountable

FDA regulated manufacturers 

must establish written policies 

to hold individuals accountable 

and responsible for actions 

initiated under their electronic 

signatures. While this clause refers 

to procedures required of the 

manufacturer, Epicor Advanced 

Quality Management provides for 

comprehensive process definition 

and documentation to maintain 

all written policies and manage 

policy changes.

Verifying the Identity of the 

Individual

Verifying the identity of the 

individual is a procedural function 

of the manufacturing organization. 

Epicor for Human Resources and 

Epicor Advanced Quality offer 

management of employee data for 

fast retrieval during an audit.

Ensuring that Electronic 

Signatures are Unique

Electronic signatures must be 

unique to a particular individual and 

not assigned to anyone else. Epicor 

solutions require a unique password 

for each user.

Electronic Signature Controls

21 CFR Part 11 requires controls 

over the use of electronic 

signatures. While Epicor supports 

some of these controls, others 

are a procedural function of the 

manufacturing organization. Epicor 

provides unique user IDs and 

passwords to meet the requirement 

that electronic signatures require 

two forms of identification. 

However, only in house processes 

can ensure that electronic 

signatures are used only by their 

genuine owners or that attempts 

to use an electronic signature by 

anyone other than the genuine 

owner require collaboration of two 

or more individuals.

Controls for Identification Codes 

and Passwords

21 CFR Part 11 requires 

manufacturers to maintain 

a number of controls over 

identification codes and passwords, 

including the following:

 X Unique ID code and password—

Epicor makes systematic checks 

to disallow multiple sets of user 

ID/password code combinations.

 X Password aging—Epicor BPM in 

conjunction with Change Log 

functionality on the User log 

determine and alert users that 

their passwords need changing.

 X Lost or stolen identification code 

and password combinations—

This process is a procedural 

function of the manufacturing 

organization.
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X Safeguards on the misuse of ID code and passwords—Epicor provides implementation methodologies that

safeguard the misuse of ID codes and passwords. It also supports Epicor system administrator workflow

protocols and security reporting.

X Periodic testing of devices—This is a procedure of the manufacturer. However, Epicor Maintenance

Management and Enhanced Quality can maintain testing results and suggest testing based on user

defined parameters.

Training and Authorizing Individuals for Particular Tasks

Manufacturers must ensure that people perform only tasks for which they are trained and authorized. Epicor 

Human Resources Management modules offer comprehensive skills and capability management. Organizations 

determine the necessary competence for personnel performing work affecting product quality and assign 

these skills to Job Descriptions and Training Courses. Epicor keeps track of employee skillsets and processes in 

manufacturing, ensures that personnel are aware of how their activities contribute to the achievement of quality 

objectives, and maintains appropriate records of education, training, skills and experience. As manufacturing 

processes change, Epicor Advanced Quality automatically alerts employees assigned to the process of the need for 

new process training.
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Conclusion

The FDA’s 21 CFR Part 11 describes the FDA’s requirements for acceptable electronic records and 

signatures. These include validation that the software and systems used to create and maintain 

electronic records can ensure the integrity of electronic results and information, maintenance of 

confidentiality and integrity of electronic information, holding individuals accountable for their 

actions with regards to electronic documents, and providing trust through non repudiateable 

electronic signatures. Epicor solutions offer built-in capabilities that enable medical device and 

pharmaceutical manufacturers to more quickly, easily, and affordably meet these requirements of 21 

CFR Part 11. As a result, manufacturers can not only achieve compliance with this FDA regulation, 

they can also streamline and improve efficiency of their workflows that relate to documentation.
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